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Introduction  
to this document
This document is designed to help provide guidance on what to 
include in a Privacy Policy and help you think about what personal 
data you currently collect, what you do with this and make the 
necessary decisions in relation to how you process data in order 
to be able to create a clear and accurate Privacy Policy for your 
organisation. The Privacy Policy is a public facing policy which should 
be published.  

In addition this document provides guidance on how to create Privacy 
Statements to be included on any data collection forms you may use. 

Finally, this document will support you to create a Data Protection 
Policy. This is a policy to be used internally to govern the way your 
workforce handle personal data in order to ensure its security.

This guide has been developed to be used in conjunction with the 
following templates:
• Area 3 Template A Privacy Policy template

• Area 3 Template B Privacy Statement template

• Area 3 Template C Data Protection Policy template
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There are a number of different sections that you should include 
within your Privacy Policy. The Privacy Policy template is based on 
the structure and process that England Netball has used to create our 
own Privacy Policy. There are however a number of other guides that 
have been created with slightly different templates that you could 
alternatively use. You may prefer to reference the resources produced 
by the Sport and Recreation Alliance.

PRIVACY POLICY SCOPE
At the start of the Privacy Policy you should state your organisation’s 
commitment to personal information being held fairly, lawfully and 
securely in accordance with data protection laws and detail the scope 
of the policy e.g. who the policy relates to.

INTRODUCTION TO DATA PROTECTION
It is important that it is clear to people what the policy is talking about. 
You should therefore provide a summary of your obligations under 
data protection legislation. The Privacy Policy template contains a 
statement for this section that you can use.

http://www.englandnetball.co.uk/gdpr-resources
https://www.sportandrecreation.org.uk
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WHO ARE ‘WE’
If you are going to use the terms ‘we’ or ‘us’ throughout the Privacy Policy include a 
section which explicitly states who this refers to when it is used. Sample text for this can 
be found in the Privacy Policy template.

DATA PROTECTION OFFICER
Once you have determined if you are legally required to have a Data Protection Officer 
you should provide information on how to contact them within your Privacy Policy. If you 
do not require a Data Protection Officer you should state this but you still need to have a 
Data Protection Lead and state how to contact them.

AMENDMENTS TO OUR PRIVACY POLICY
Privacy Policies are live documents. If you change the way you handle personal data you 
should review your Privacy Policy to see if it needs to be updated. Within your Privacy 
Policy you should state where revised versions of the Privacy Policy will be published and 
the last date it was amended. Example text is included in the Privacy Policy template.

WHAT IS PERSONAL DATA?
It is important to understand what constitutes personal data. There are two main 
categories of personal data types.

Identifying information – This includes any information that can be used to identify a 
person (either directly or indirectly), including name, identification number such as an 
England Netball Affiliation Number, postal address, telephone number, email address, 
bank details and an IP address, etc.
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Sensitive personal information – This includes genetic data, or information around 
health, sex life, sexual orientation, religious and political views, mental, physiological, 
economic, cultural or social identities. Basically, anything that could put someone at risk 
of unlawful discrimination. So if you are asking the individual if they have any injuries or 
health conditions, you will need to class this data within this category.

In the Privacy Policy template we have included a section which explains to the 
individuals what personal data is. This is good practice as it is important that the 
individual understands what the policy relates to.

THE TYPES OF PERSONAL DATA WE MAY COLLECT
Within your Privacy Policy you should list all types of personal data you collect. Some 
examples of data you may collect are listed below:
•  Full name and personal details (e.g. 

photograph, driving licence, passport 
number);

•  Contact information (e.g. home address, 
email address, telephone numbers);

•  Date of birth and/or age;
•  Special categories of data such as 

medical history or race or ethnicity, 
disability or sexual orientation;

•  Family, lifestyle or social circumstances;
•  Education and employment details;
•  Next of kin and emergency contact 

information;
•  Imagery in video and/or photographic 

form and voice recordings;
•  Criminal convictions and offences;
•  Records of participation at events/

sessions/competition;
•  Records of spectator attendance at events 

or competitions;
•  Records of enquiries and other 

correspondence with you;
•  Marketing email lists; and
•  Suppliers, sponsors and client lists.

NOTE: The items in pink are data types that are collected for England Netball membership. 
If you are a Region, County or collect this data on behalf of England Netball these must be 
listed in your Privacy Policy.
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It is important that you spend time to think about all of the different ways you collect 
data. Below are some things you might need to consider (though not exhaustive) 
dependent on the type of organisation you are:

REGION/COUNTY CLUB LEAGUE

Membership Players/Parents/Volunteers Club/Player details
Courses Potential player enquiries Umpires
Academies Umpires Committee
Committee

THINGS TO THINK ABOUT 
•  You might want to think about the forms 

you use to collect personal data. Try to 
use consistent terminology for fields 
across all forms.

•  Only collect information you actually 
need. One of the main principles behind 
GDPR is data minimisation. A good 
approach is to put yourself in the position 
as the person you are asking. Would you 
wonder why someone was asking for your 
details in the context you are asking?

•  Think about where you store personal 
data. Try to store it in as few different 
locations/systems as possible as this will 
make it easier to manage any changes. 

DATA FIELDS ENGLAND NETBALL USE

EN Data Field  Example
Netball ID 012345
Title Mrs
First Name Jo
Last Name Bloggs
DOB 01/01/1990
Season 2018/19
Building/House SportPark
Number 3
Address 1 Oakwood Drive
Address 2
Address 3 
City Loughborough
Address County Leicestershire
Postcode LE11 3QF
Phone 01509 277850
Email jo.bloggs@someemail.com
Ethnicity  Only collect if absolutely necessary
Sexual Orientation  Only collect if absolutely necessary
Disability Type  Only collect if absolutely necessary
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HOW WE USE YOUR PERSONAL INFORMATION
Once you have identified what personal data you collect you need to determine what you 
use it for and therefore under what lawful basis you are allowed to process it.

LAWFUL BASIS FOR PROCESSING DATA
There are 6 lawful bases for processing data. You must decide which of the following are 
applicable to you and document them within your Privacy Policy: 

a) Contract 
You can lawfully process data if you have a contract with the individual and you need to 
process their personal data in order to comply with your contractual obligations. You can 
rely on this lawful basis if you need to process someone’s personal data: 
 •  to fulfil your contractual obligations to them; or
 •  because they have asked you to do something before entering into a contract  

(e.g. provide a quote).

So for example, members joining England Netball, Regions and Counties, they are 
entering into a contract, so you can collect and process their data as part of fulfilling the 
contract. Players signing up to play in a club or league, they are entering into a contract 
to play netball with that club or league, so would reasonably expect that the organisation 
would capture data in order to fulfil the contract. 
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Examples:

REGION/COUNTY

•  To administer and 
manage your relationship 
with members. 

•  To send members 
information which 
is included within 
their Region/County 
membership benefits 
package.

•  To administer attendance 
at competitions, events 
or training.

•  To fulfil your contractual 
relationship with clients, 
sponsors and suppliers.

CLUB

•  To administer and manage 
your relationship with 
members/participants. 

•  To administer your 
relationship with people 
attending your club and 
to send them information 
about the club e.g. 
training times, match 
cancellation etc.

•  To administer attendance 
at competitions, events 
or training.

•  To fulfil your contractual 
relationship with clients, 
sponsors and suppliers.

REGION/COUNTY

•  To administer and 
manage your relationship 
with participants. 

•  To administer your 
relationship with people 
attending your league 
and to send them 
information about the 
league e.g. match times, 
match cancellation etc.

•  To administer attendance 
at competitions or 
events.

•  To fulfil your contractual 
relationship with clients, 
sponsors and suppliers.



9

b) Legal Obligation
You can also process personal data if you are required to do so to comply with a common 
law or statutory obligation, but this does not apply to contractual obligations. If you 
can reasonably comply with a law without the need to process personal data, then you 
cannot use this lawful basis. If you do rely on this lawful basis, then you must document 
your decision and the justification for your reasoning, including details about the specific 
law or guidance concerned. 

Examples:

c) Vital Interests
You are likely to be able to rely on vital interests as your lawful basis if you need to 
process the personal data to protect someone’s life. You cannot rely on vital interests  
for health data or other special category data if the individual is capable of giving 
consent, even if they refuse their consent. In reality there is little or no relevance of  
this basis in netball.

REGION COUNTY CLUB LEAGUE

•  To comply with health and safety requirements. For example, to ensure the safe 
running of netball sessions and to enable adaptations as required

•  To comply with safeguarding requirements. For example, working with children or 
vulnerable adults

•  To ensure you are offering equitable access to your services to avoid discrimination
• For the prevention of fraud and other criminal activities.
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d) Public Task 
You can rely on this lawful basis if you need to process personal data: 
 •  ‘in the exercise of official authority’. This covers public functions and powers that 

are set out in law; or
 •  to perform a specific task in the public interest that is set out in law.

It is most relevant to public authorities, but it can apply to any organisation that exercises 
official authority or carries out tasks in the public interest. In reality there is little or no 
relevance of this basis in netball.

e) Legitimate Interests 
Legitimate interests is the most flexible lawful basis for processing personal data, but 
you cannot assume it will always be the most appropriate. You need to demonstrate that 
there is a compelling reason why this has been selected in favour of the other forms. 

The legitimate interests can be your own interests or the interests of third parties. They 
can include commercial interests, individual interests or broader societal benefits. You 
must include details of your legitimate interests in your Privacy Policy.

Legitimate interests is likely to be most appropriate where you use people’s data in ways 
they would reasonably expect and which have a minimal privacy impact, or where there is 
a compelling justification for the processing. If you choose to rely on legitimate interests, 
you are taking on extra responsibility for considering and protecting people’s rights 
and interests. You need to be able to prove that you have given consideration to the 
individual’s rights and freedoms and balanced this against the right of your organisation 
to collect personal data without explicit consent. Essentially, individuals would not be 
surprised that their data is being collected.
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The ICO says that you need to conduct three tests to justify your decision and archive the 
decision in a central log in the event this is ever questioned.

Examples:

REGION   COUNTY   CLUB   LEAGUE

•  To correspond and to answer queries 
and complaints.

•  To create a better understanding of 
players and supporters you may process 
the personal data for the purposes of 
research. 

•  To arrange for any trips or transportation 
of officials, athletes or volunteers to 
events.

•  To ensure understanding of the 
coaching, officiating and volunteering 
workforce available.

•  To comply with awarding bodies’ 
accreditation obligations.

•  To administer and monitor attendance at 
events and competitions.

•  To correspond and to answer queries 
and complaints.

•  To create a better understanding of 
players and supporters you may process 
the personal data for the purposes of 
research. 

•  To ensure understanding of the 
coaching, officiating and volunteering 
workforce available.

•  To comply with awarding bodies’ 
accreditation obligations.

•  To administer and monitor attendance at 
events and competitions.

PURPOSE TEST  Are you persuing a legitimate interest?
NECESSITY TEST  Is the processing necessary for that purpose?
BALANCING TEST  Do the individual’s interests override the legitimate interest?
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f) Consent
The GDPR sets a high standard for consent, for consent to be used as the lawful basis, 
individuals must give their explicit consent and positively “opt-in’’ (using a mechanism 
like a check box – do not use pre-ticked boxes or any other method of default consent) 
for their data to be held and used. Here, you must be granular in the specific options that 
you offer for each way the individual’s data will be captured and processed. 

Consent means offering individuals real choice and control. Genuine consent should put 
individuals in charge, build trust and engagement, and enhance your reputation. This 
information needs to be tracked in the event someone wishes to see their preferences or 
requests a Subject Access Request. Since you need to track opt-ins you will only wish to 
use this lawful basis if none of the others are applicable. Doing so will simplify your data 
management processes. If consent is difficult, look for a different lawful basis. 

If services are being offered to children, then parental consent will be a requirement, so 
you will need to track both the child’s and parent’s data and be able to relate the records 
together.

Examples:

REGION COUNTY CLUB LEAGUE

•  Promoting your sponsors’ or partners’ services
• Marketing
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Clearly some of these are not 
fit for our purposes within 
the world of Netball, so your 
choices are likely to be those 
that are ticked. Ensure that 
you give careful consideration 
to choosing the most suitable 
and lawful form that protects 
the rights of the individuals. 
This needs to be first and 
foremost in any decisions you take. It will be much more difficult to make a change after 
you have already started to collect data.

The data collection forms section of this document will provide further guidance on how 
to ensure your methods of data collection contain the correct information for obtaining 
consent to process personal data under any of these lawful bases.

LEGITIMATE INTEREST
CONSENT FOR A SPECIFIC PURPOSE
CONTRACTUAL NECESSITY
CONTROLLER BOUND BY LEGAL OBLIGATION
TO PROTECT VITAL INTERESTS
PUBLIC INTEREST OR OFFICIAL DUTY

4
4
4
4

RETAINING YOUR INFORMATION
You need to determine the appropriate timescale for retaining the personal data you 
collect. This may be determined by legal obligation (e.g. financial data should be retained 
for 7 years) but alternatively you may need to make an assessment on the period of time 
you think it appropriate to retain the information (e.g. you may determine it appropriate 
to retain a member’s data for 1 year after they leave the organisation or a league may 
determine it is only appropriate to maintain an individual’s data for the season (or longer 
if there is an appropriate justification).
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Once you have determined the retention period for the data you collect you should 
document this and reference the retention periods in your Privacy Policy. Some examples 
could be as follows:

•  As long as you continue to log into our website or use our services (including 
engaging with emails, attending sessions, entering events) we will retain and process 
information about you. In such cases, you will be considered to be an ‘active’ 
customer. If you have not been ‘active’ as a member for a period of xxx years, we will 
deactivate your member account and anonymise any personal data relating to you.

•  Any data relating to the obligations of xxx to maintain a comprehensive, published 
index of results will be retained. This would not include more than name, age category 
and gender alongside details of the event in which an individual took part.

•  Personal data linked to the processing of insurance claims, subject access requests, 
disputes, safeguarding investigations, disciplinary or police matters will only be kept 
for as long as it necessary for those purposes, as each is applicable.

CHILDREN
If you collect the data of children under the age of 14 you 
are required to get parental consent. This therefore would be 
relevant for junior clubs, junior leagues, Regions/Counties running 
performance academies etc.

In your Privacy Policy you should state if you process children’s 
data and the requirement for parental consent in order to do so. 
Sample text is included in the Privacy Policy template.



SHARING YOUR PERSONAL DATA & DATA PROCESSING
As part of reviewing what data you collect and what you do with it, you need to identify who 
you share personal data with. Once you have identified who you share data with you should 
ensure that there is a section in your Privacy Policy which informs individuals that their data 
may be shared and lists which organisations it might be shared with.

Examples could include:
•  All England Netball Association
•  County Netball Associations
•  Regional Netball Associations
•  Leagues
•  Affiliated netball clubs
•  Where the law requires it. We may disclose 

your personal information to third parties if 
we are under a duty to comply with any legal 
obligation; to enforce or apply our terms of 
use and other agreements; or to protect the 
rights, property, or safety of your customers, 
or others, including exchanging information 

with other companies and organisations for 
the purposes of fraud protection and credit 
risk reduction

•  Anyone else where you have the data 
subject’s consent.

•   Companies, sub-contractors and other 
persons who help you to provide your courses, 
programmes, products and services (e.g. 
Leisure centres where programme are run);

•  Data processors: for example, education and 
training providers, professional services, legal, 
financial and information technologies that 
help to improve your products or services. 
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USING YOUR INFORMATION FOR MARKETING
If you plan to use personal data for marketing purposes you 
must make sure you have obtained explicit consent (see the 
Privacy Statements section for further guidance). In your 
Privacy Policy it is good practice to state that you will only 
send marketing if an individual has given explicit consent 
and detail the sort of marketing they might receive. It may 
be a good idea to state how an individual can get in contact 
if they wish to opt-in to receiving marketing. Sample text has 
been included in the Privacy Policy template.

WITHDRAWING CONSENT
It is important that an 
individual can withdraw their 
consent as easily as they 
provided it. You must provide 
details of how to withdraw 
consent in your Privacy Policy. 
The sample Privacy Policy 
contains some suggested text.
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PROFILING
Profiling is automated processing of personal data to evaluate certain things about an 
individual. Profiling can be part of an automated decision-making process. It is unlikely 
that any organisations within netball use profiling. You should however state either way in 
your Privacy Policy if you do use profiling or not.

INTERNATIONAL TRANSFER
Whilst reviewing who you share personal data with you may identify that the data is being 
transferred to and stored in countries outside of the UK and the European Union (EEU). 
Some of these jurisdictions require different levels of protection in respect of personal 
information and, in certain instances, the laws in those countries may be less protective 
than in the UK. You need to take all reasonable steps to ensure that personal information 
is used only in accordance with your Privacy Policy and applicable data protection laws. 
Where a third party processes your data on behalf of your organisation you will need to 
put in place appropriate safeguards as required under data protection laws.

You should state this commitment in your Privacy Policy and list all the 3rd party 
processors you have identified operating outside the UK and EEU. In addition for each of 
these you should state the safeguards in place to protect the data which is shared.

For example you may use MailChimp 
to send communications to members. 
MailChimp is an American company 
so it is important to check that it 
complies with appropriate data 
protection requirements. In this 
example it does and you would state 
something like the following in your 
Privacy Policy:

‘MailChimp is an email marketing platform based in 
the U.S.A. which is not recognised by the European 

Commission as a country having data protection, and 
privacy laws equivalent to those we enjoy as European 

citizens. MailChimp subscribes to the EU-US Privacy 
Shield, which is approved by the EU in relation to data 
protection practices.  The MailChimp registration on 

the Privacy Shield is available to review on the Privacy 
Shield website www.privacyshield.gov/list.’

http://www.privacyshield.gov/list
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INFORMATION SECURITY
You should look to include in your Privacy Policy a statement in relation to your 
commitment around information security including the policies and processes you have 
in place and any other relevant information dependent on the way you process data. 
The Privacy Policy template includes some suggested content you may wish to use as 
applicable. 

WHAT WE DON’T DO WITH YOUR INFORMATION
If there is anything you specifically do not do with personal data (e.g. selling data to  
other organisation for their own purposes) it is good practice to also state this in your 
Privacy Policy.

YOUR RIGHTS
Under GDPR individuals have a number of rights which they can enact with any 
organisation that processes their personal data. You should provide details of their 
rights in your Privacy Policy to ensure they have a full understanding. The Privacy Policy 
template includes some sample text for this.

YOUR RIGHT TO LODGE A COMPLAINT WITH A SUPERVISORY AUTHORITY
As an organisation based in the UK your supervisory authority is the ICO (it is unlikely 
that as a netball organisation based in England that you will also operate outside of the 
UK however if you do you may have a different/additional supervisory authority).

Individuals have the right to lodge a complaint with your supervisory authority if they 
wish and you should provide information of how to exercise this right in your Privacy 
Policy. The Privacy Policy template includes sample text relating to the ICO as a 
supervisory authority.
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Privacy Statements
When collecting any form of personal data you need to ensure that 
your forms (paper or electronic) contain a Privacy Statement which 
acts as a summary of your Privacy Policy and details your use of 
the data under the lawful bases you identify to be relevant for the 
particular purpose they are providing their data. You can use the 
Privacy Statement template as an example.

Having a robust Privacy Statement along with an appropriate Privacy 
Policy, not only makes what an individual is signing up to clear to 
them but it also protects your organisation in terms of what services 
it is being agreed that you will provide and what you will do with the 
information they provide you.

http://www.englandnetball.co.uk/gdpr-resources
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Data Protection Policy
It is important to have a Data Protection Policy in place in order to 
ensure your workforce is handling personal data appropriately. A Data 
Protection Policy template has been provided which you can update 
with your organisation’s information. This policy requires less tailoring 
than the Privacy Policy but you still need to include information 
relating to the processes used by your organisation.

NOTIFICATION AND RESPONSE PROCEDURE
You will need to tailor the notification and response procedure section 
in particular. The content for this section will be driven by your Data 
Subject Rights Processes. A template for these has also been provided 
Area 5 Template A. Once you have confirmed these processes you 
will be able to update this section of your Data Protection Policy 
accordingly.

http://www.englandnetball.co.uk/gdpr-resources



