
How to Protect and Send Electronic Data 

Sharing Personal Data 
Sharing data is when an organisation shares personal data with another organisation and a 

data sharing agreement should be in place and ensure you only share it as necessary. 

Sending data is the mechanism of transferring data, this could be both between individuals 

within your organisation as well as to another organisation. It is important that you ensure 

that when personal data is shared or sent it is done so securely. 

Encrypting Electronic Data 
You should always encrypt (password protect) any files containing personal data which you 

send in order to protect access to it if it ends up in the wrong hands. Here are a number of 

ways you can encrypt files. 

Save a file as an Encrypted PFD 
You can export an Office document to a PDF file and password protect that PDF file. 
The PDF document will be encrypted with the password you provide. This works in 
Microsoft Word, Excel, and PowerPoint.  
 
To do this: 

1. Click the “File” 
menu button 

2. Select “Export” 
from the left hand 
side.  

3. Click the “Create 
PDF/XPS” button to 
export the 
document as a PDF 
file.  

 
Alternatively - you can also 
use “Save As” option in File menu and select PDF in “Save as type” drop down field.  
 

4. Click the “Options” button at the 
bottom of the save dialog window 
that appears.  

5. At the bottom of the options 
window, enable the “Encrypt the 
document with a password” option. 

6. Click “OK.” 
 
 
 
 
 
 
 
 
 
 



 
7. Enter the password 

you want to encrypt 
the PDF file with. 

8. Click OK. 
9. When you’re done, 

enter a name for the 
PDF file. 

10. Click the “Publish” 
button.  

 
 
Office will export the document to a password-protected PDF file. You’ll have to enter the 

PDF file’s password when you open it. For example, if you open the PDF file in Microsoft 

Edge – Windows 10’s default PDF viewer – you’ll be asked to enter the password before you 

can view it. This also works in other PDF readers. 

 

Password Protect a Microsoft Office file 
1. Click file. This should open 

the Info page of the 
document. If it does not, 
click the info tab.   

2. Click Protect Workbook 
(Excel) / Protect Document 
(Word). 

3. Click Encrypt with a 
password. 

4. Choose a memorable 
password. 

5. Confirm the chosen 
password. 

6. Save the document. 
 

When you subsequently open the document it will need to be opened by using your secure 

password. 

 

When should this be used?  

You should encrypt a document in this way if the individual/organisation you are 

sending it to will need to amend the document. 

When should this be used?  
You should encrypt a document as a PDF if the individual/organisation only needs to 

view the information and does not need to change it. Wherever possible you should 

look to convert documents you send to PDF. 



Keeping the password safe 
It is important that once you have added a password to a file or folder you keep this safe. If 

you lose or forget the password you will not be able to re-access the document.  

How to Send Documents 

Email 
A typical way you may send documents containing personal data would be via email. This is 

acceptable but you must ensure the documents are appropriately encrypted and if you use 

an email platform outside of the EEU you must ensure it is GDPR compliant and provide the 

necessary information within your Privacy Policy.  

Cloud-based Document Sharing Tools 
In addition to email there are a wide number of document sharing tools on the market 

including DropBox, WeTransfer, GoogleDrive, SharePoint etc. Before using any tool you 

need to check where the data is stored. In accordance with GDPR you need to consider if 

data is being shared outside the EEU. A number of these tools are American, if they are 

listed on the Privacy Shield then they are ok to use but you must include details of this in 

your Privacy Policy so individuals are aware of how their data is being processed outside the 

EEU. 

Texts 
Texts are not encrypted and therefore you should not send personal data or images of 

personal data via text. 

Social Media 
You should avoid the use of social media platforms as most messaging services within them 

are not encrypted.  

 

IMPORTANT - When sending an encrypted document it is vital that you DO NOT send 

the password in the same correspondence as the document. You should send the 

password separately and via a different communication method e.g. text or phone call.  


