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DATA PROTECTION POLICY; INCORPORATING GDPR REGULATION 2016 

 

This Data Protection Policy lays out the principles the Foundation will follow to ensure the privacy of all stakeholders’ 

information that is created, processed, stored or transmitted by the Foundation or any of its trusted third Parties.  

Policy Statement   

The Foundation will extend the traditional standards of information security principles by ensuring confidentiality, 

integrity, and availability of information to include measures to protect its privacy.  

To achieve this, the Foundation will adhere to the principles of the UK’ and the European Union’s General Data 

Protection Regulation (EU GDPR). 

The content of this policy applies to all employees of the Foundation, its third-party partners, and associated 

stakeholders. It must be strictly adhered to.  The Foundation will establish a Data Protection System that:   

● ensures privacy is considered in all aspects of its work;   

● views privacy from the data subject’s perspective; the data subject being a living individual to whom personal data 

relates;   

● pertains to both electronic and physical information assets  

● has a legal basis for capturing and processing all data used within the Foundation;   

● establishes specific roles and responsibilities linked to maintaining the privacy and protection of information.     

Background   

The privacy of information has become increasingly important to individuals and organisations after several well 

publicised media cases around large scale commercial data breaches and instances of governmental misuse of 

information. From this growing wave of concern, legislation has been passed that reshapes the way organisations must 

think and act in protecting information and preserving an individual’s privacy (e.g. EU GDPR).  

Organisations must now view privacy from the data subject’s perspective. 

The EU GDPR 

 The EU GDPR is the biggest shake-up of global privacy law for over 20 years. Enforceable from 25 May 2018, the 

regulation represents the culmination of over five years of effort to modernise data protection.  The EU GDPR, adopted 

wholly by the UK, applies to personal data relating to EU residents regardless of where it is processed. The regulation 

introduces new rights for data subjects (identified or identifiable individuals) such as the rights to the erasure or 

restriction of the use of their personal data. It also places new demands on an organisation, for example the need to 

designate a Data Protection Officer (DPO) and formally assess data protection impacts.  Data collection and 

management of all data collected 

The Foundation will ensure data privacy by only collecting what information is necessary to carryout a specified, 

explicit and legitimate purpose.   

The Foundation will only share this information with those parties deemed essential to the successful running of the 

programme the Foundation delivers to all stakeholders.   Storage of personally identifiable information is always done 

within the boundaries of the European Economic Area (EEA). Legal bases for capturing and processing data In addition 

to managing information correctly, the Foundation must, to be compliant with EU GDPR, also have a legal basis for 

capturing and processing this data. The six legal bases are shown below.     
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Contractual necessity: the processing is necessary for a contract with another party or individual, or because an 

organisation has requested specific steps before entering into a contract (e.g. the contract taken out between the 

Foundation and the EFLT).   

Legal obligation:  

the processing is necessary to comply with the law (not including contractual obligations) (e.g. being compliant with 

EU GDPR).   

Vital interests: the processing is necessary to protect the life of an individual (e.g. a young person’s medical data).   

Public interest: the processing is necessary to perform a task in the public interest or for official functions, and the 

task or function has a clear basis in law (e.g. matters pertaining to national security).   

Legitimate interests: the processing is justified as part of the core business, or necessary to be able to carry out the 

stated aims of the organisation, (e.g. capturing the Personally Identifiable Information of the Foundation’s people for 

wage and learning and development purposes).    

Consent: the individual has given clear consent for you to process their personal data for a specific purpose (e.g. a 

young person allowing the Foundation to pass programme data to their Parent(s)/Guardian(s)).    

NOTE: under the UK implementation of the EU GDPR, the age of consent, i.e. the age at which an individual can agree 

to share information or sign up to programme, is 13 years of age.    

Key aspects of GDPR compliance   

The Foundation will make every endeavour to be compliant GDPR. Below are the key aspects of the regulation.    

Privacy by design 

Privacy by design states, any action a company undertakes that involves processing personal data must be done with 

data protection and privacy in mind at every step. Therefore, every Programme delivery cycle or design phase will 

have privacy matters at the forefront and not be retrospectively considered at launch or post launch.   

Privacy by default   

The Foundation will ensure that systems and processes include privacy controls, and that systems will adopt privacy 

as a ‘default’ setting, e.g. automatically opting data subjects out of processing unless they choose to opt in.   

 

 

 

Right to Erase Data  

Subjects now have the right to request the erasure of their data from The Foundation’s systems without undue delay. 

This requires not only that current production systems be modified to identify and erase a data subject, but also that 

business processes prevent the restoration of an erased Data Subject’s personal data (for example, if data is procured 

from other sources, restored from backup or retrieved from archives).     

Right to Restrict Processing   

The Data Controller (the person or organisation that decides what, and how, data is processed (- the Foundation) will 

be required to restrict, or temporarily freeze, the processing of personal data where the data subject is investigating 

its use e.g. they are questioning the accuracy of the data being used, or when processing has been found to be 

unlawful, but the individual or Data Subject opposes erasure and requests restriction instead. They may do this before 

a portability request.     
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Right to Portability   

The Right to Portability allows a Data Subject to obtain their personal data and transfer it to other Data Controllers. A 

Data  Subject can request a copy of all personal data relating to them in a format that is structured, commonly used 

and machine-readable.      

Right to Rectification Data  

Subjects have the Right to Rectification of inaccurate personal data 

Data Controllers must ensure that inaccurate or incomplete data is erased, amended or rectified (corrected).     

Right to Object   

Whenever a Data Controller justifies the data processing based on its legitimate interests, Data Subjects can object to 

such processing. Consequently, the Data Controller is no longer allowed to process the Data Subject’s personal data 

unless it can demonstrate compelling, legitimate grounds to do so. These grounds must be sufficiently compelling to 

override the interests, rights and freedoms of the Data Subject, such as to establish, a reasonable defence against legal 

claims.     

Right not to be Subject to Automated Decision-Making Including Profiling  

There are instances where organisations take decisions using personal data processed solely by automatic means e.g. 

an individual applies for a personal loan online. The website uses algorithms and auto credit searching to provide an 

immediate yes/no decision on the application. The Data Subject now, under GDPR, has the right for more than just a 

machine or algorithm to take these decisions if it is perceived these decisions significantly affect them.  

Roles and Responsibilities   

Specific teams and roles within the Foundation have responsibilities to ensure that privacy and data protection is 

managed in a robust manner throughout the Trust and its wider network.  

Those teams and role are:  

 

Senior Leadership Team   

The Foundation Senior Leadership Team is responsible for approval of the privacy system, ensuring it aligns to the 

operational needs of the Foundation. They should take decisions, after gaining guidance or advice from an appropriate 

source                             

 

Management & Security  

In the event of the need for policy changes, approval  of new policy, or in the case of a privacy incident (e.g. data 

breach).     

Manager of Information & Technology   

The manager of Information & Technology is the policy owner. They are ultimately accountable for ensuring that this 

Policy and all privacy processes and procedures are regularly reviewed and maintained.     

Head of Information Management & Security (HIMS)   

The HIMS is directly responsible for the review, update and maintenance of this Policy and all privacy plans and 

techniques. Where necessary, the HIMS will also facilitate the creation of new privacy plans or techniques at the 

Foundation. The HIMS will also double as the Data Protection Officer (DPO) for the Foundation.     
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Compliance & Quality Assurance   

The Lead Managers of each department of the Foundation are responsible for ensuring the Data Protection Policy is 

adhered to by the Foundation and third-party partner people. This should be done through regular and irregular audit 

of standards across the Foundation and its network. Departmental Line Managers Responsible for the cascade of 

information privacy and data protection best practice for their teams, work areas and attempting to influence 

stakeholders.     

Data Protection Officer (DPO)   

The DPO, whilst an internal Foundation person, is an independent primary point of contact for data protection-related 

enquiries, representing the Data Subjects in matters relating to processing of their personal data. They will liaise with 

the Foundation’s Data Subjects and the supervisory authority, whilst providing advice on all aspects of data protection 

and privacy obligations for and to the Foundation. The DPO will report on data protection risk and compliance to the 

Foundation Senior Leadership Team The Foundation’s DPO’s name and contact details are:   Matt Adams   

 The Data Protection Lead 

Similar to the Data Protection Officer, must view all aspects of data protection from the Data Subject’s perspective. 

They are the central point of contact for the Foundation Data Protection Officer, enabling them, and the organisation, 

to have an accurate view of the Foundation’s performance around privacy and data protection and against GDPR 

compliance.       

 

 

Data Protection Champions Team responsibilities around data protection or privacy will be part of the Information 

Management Champion informal role. It applies to everyone working in the Foundation and partners.  All people 

working for, or on behalf of the Foundation must understand and abide by the data protection policy and:   

● advise Managers, or local Data Protection Leads, whenever they become aware of infringements of policy that could 

affect the Foundation’s compliance with regulation;   

● Data Protection Leads must notify the Trust Data Protection Officer, of a serious incident that is likely to impact the 

operation of the Foundation as a consequence of information privacy loss or corruption.   

● act in a way congruent with the privacy ethos of the Foundation Monitoring and assurance The Foundation will 

review the effectiveness and managerial overhead of maintaining this Policy on an annual basis, and when/if any 

privacy incident has been established, or when notified of any infringement of policy that could affect the Foundation’s 

compliance against regulation.    

● The Foundation will undertake the provision of all staff Data Protection Training on an annual basis 

commencing IN March 2022. This will be facilitated by an external provider and will cover all relevant aspects 

of data protection under the GDPR regulations of 2016 

  

 


